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Abstract

With the development of quantum computing, traditional public-key cryptographic systems based on integer
factorization and discrete logarithm problems face security challenges. To systematically review the research progress of
post-quantum cryptography, its theoretical foundations, algorithmic systems, engineering implementation, and
deployment issues were surveyed. First, the vulnerabilities of traditional cryptographic systems under quantum attack
models and the constraints of protocol migration were analyzed. Then, post-quantum cryptographic schemes, including

lattice-based, hash-based, code-based, multivariate, and isogeny-based schemes, were classified and compared, and
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hardware adaptation, implementation optimization, and implementation security were discussed in
combination with CPU, FPGA, and embedded platforms. Under a unified testing environment, the
performance and communication overhead of traditional, post-quantum, hybrid, and selected signature
and KEM schemes proposed and publicly implemented by domestic research teams were evaluated. The
results show that different technical routes involve obvious trade-offs among security, computational
efficiency, and communication cost. Finally, challenges in long-term security validation, implementation
security, system migration, and engineering deployment were summarized, providing a reference for

post-quantum cryptography research and application.
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standardization, performance evaluation
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